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1. INTRODUCCION

En el siguiente manual se detallara el procedimiento para la instalacion del servidor
pfsense de Free BSD, el cual se implemento6 en la red libre comunitaria de la
Escuela Rural San Francisco Municipio de Ricaurte (Cund). Posterior a esto se
realizara los pasos para restaurar el backup de los servicios previamente
configurados, estos archivos de backup los tendra la docente de la institucién en un
cd el cual le sera entregado por el autor del proyecto.



2. INSTALACION DE PFSENSE

El computador debe tener como minimo de almacenamiento de 15 GB y 512 MB de

memoria RAM.
« Descargar previamente la iso de pfsense en su sitio oficial www.pfsense.org,
luego hacer un cd de imagen para poder iniciarlo en el pc. (La docente
encargada de la institucion tendra el cd de instalacion del server pfsense, el
cual le sera entregado por el autor del proyecto).

¢ insertamos el cd luego oprimimos la tecla de funcion F9 para escoger que
arranque por la unidad y lea el cd.

% Debera aparecer la siguiente imagen

Figura 1 pfsense arranque

elcome to pfSense

. Boot Multi User [Enterl
. Boot [Slingle User

. [Esclape to loader prompt
. Reboot

Options:
5. [Klernel: kernel (1 of 2)
6. Configure Boot [Olptions...

Imagen: Fuente propia



Figura 2 menu del boot pfsense

Escoger la opcion 1, esperamos que despliegue el menu para seleccionar la opcion de
instalar (I) como se muestra a continuacion:

\___/ Sense
N
S

p

__/
elcome to pfSense 2.3.Z2-RELEASE on the ’'cdrom’ platform...
ounting unionfs directories...done.
ELF ldconfig path: ~1lib rusrr1lib rusrslibrscompat -usr-loc
11ib ~usr-slocalslibrsipsec susr-local/libsperl5-5.20/machsCORE
.out ldconfig path: rusrslibrsaocut rusrslibrscompatrsaout

Not enabling opcache

Starting device manager (dewd)...dome.

[ Press R to enter recovery mode or 1
[ press I to launch the installer 1

(R)ecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller will be invoked

imeout before auto boot continues (seconds): 6

Imagen: Fuente propia



Figura 3 Aceptar las configuraciones

F10=Refresh Display

Your selected environment uses the
following console settings, shown in
parentheses. 3elect any that you wish
to change.

< Change Video Font (default) >
< Change 3Screenmap (default) >
< Change Keymap (defaultl >

Imagen: Fuente propia
Figura 4 instalacion facil

FlO=Refresh Display

Choose one of the following tasks to
perform.

{ Quick-sEasy Install >

{ Custom Install >

¢ Rescue config.xml >
{ Reboot >

< Exit >

Invoke Installer with minimal gquestions
Imagen: Fuente propia

Figura S dar enter en ok para continuar con la instalacion



F10=Refresh Display

Easy Install will automatically install
without asking any questions.

WARNING: This will erase all contents
in your first hard disk?! Thi=zs action is
irreverszible. Do you really want to
cont inue?

If you wish to have more control on
your setup, choose Custom Installation
from the Main Menu.

< Cancel >

Imagen: Fuente propia

Figura 6 dar enter en la opcion de Standard Kernel, para que inicie la
instalacion

FlO0=Refresh Display

You may now wish to install a custom Kernel configuration.

< Standard Kernel >

< Embedded kerwnel (no UGA console., keyboard >

Imagen: Fuente propia



Figura 7 Dar Click en reboot, retirar el cd de instalacion y esperar que
arranque el sistema.

F10=Refresh Display

This machine is about to be shut down.
After the machine has reached its
shutdown state, you may remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

< Return to Select Task >

Imagen: Fuente propia
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3. CONFIGURANDO PFSENSE POR PRIMERA VEZ

Figura 8 Configuracion

Cuando inicie el pc dar la opcion 1 para entrar como usuario privilegiado a pfsense:

elcome to pf3ense

. Boot Multi User [Enter]

. Boot [Slingle User

. [Esclape to loader prompt
. Reboot

Options:
3. [Klernel: kernel (1 of 2}
6. Configure Boot [Olptions...

Imagen: Fuente propia
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Figura 9 configurar las tarjetas de red

isabling IPv4 DHCFD...Disabling IPw6 DHCPD...
Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Press (ENTER> to continue.=»= Welcome to pfSense 2.3.2-RELEASE (i386 full-instal
1) on pfSense ===

WAN (wan) - emd
LAN (lan) -» eml

0) Logout (SSH only) pf Top
fiszign Interfaces Filter Logs
Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console
Reboot system Enable Secure Shell (sshd)
Halt =system Restore recent configuration
Ping host Restart PHP-FPM
Shell

Enter an option:

Imagen: Fuente propia
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Figura 10 Configuracion de tarjeta de red

Seleccionar la opcion 2 para configurar la tarjeta de red LAN (2) y la WAN se
configurara desde el WebConfigurator.

Press <ENTER> to continue.==x Welcome to pfS3Sensze 2.3.2-RELEASE (i386 full-instal
1) on pfSense ===

WAN (wan) —-» emd
LaN (lan) -» eml

Logout (SSH only) pf Top

fAssign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP =hell + pfSense tools
Reset to factory defaults Update from console
Reboot system Enable Secure Shell (sshd)

Halt system Restore recent configuration
Ping host Restart PHP-FPHM
Shell

Enter an option: 2
Available interfaces:

1 - WAN (em® - dhcp)
- LAN (eml)

Enter the number of the interface you wish to configure: 2

Imagen: Fuente propia
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Figura 11 Direccion IP

Escribir la direccion ip con la cual se configurarara la interface 192.168.1.1/24 :

WAN C(wan)
LaN (lan) -» eml

Logout (33H onlyl pf Top

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHF shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (=sshd)
Halt system Restore recent configuratiom
Ping host Restart PHP-FPM

Shell

Enter an option: 2

Available interfaces:

1 - WAN (em®@ - dhcp)
- LAN (eml)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:

Imagen: Fuente propia
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Figura 12 Mascara de red

Ingresar la mascara con su numero de bit ej /24 = 255.255.255.0

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration

?) Ping host 16) Restart PHP-FPM
8) Shell

Enter an option: 2

vailable interfaces:

1 - WAN (em®@ - dhcp)
2 - LAN (eml)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IFv4 address. Press {ENTER> for none:

Subnet masks are entered as bit counts (as in CIDR notation) in pf3ense.

e . 255.255.255.0
255.255.0.0
255.0.0.0

3]
u.Y

nmomnon
=y
=l

Enter the new LAN IFv4 subnet bit count (1 to 31):
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Figura 13 habilitar el servidor DHCP en LAN

Enter para omitir las demas configuraciones hasta llegar a la pregunta Do you want
to enable the DHCP server on LAN ( Quiere habilitar el servidor DHCP en LAN ) le
decimos no, como se muestra en la siguiente imagen :

1 - WAN (em@ - dhcp)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press {ENTER> for none:

Bubnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.g. 255.255.255.0
255.255.0.0
£55.0.0.0

Enter the new LAN IPv6 address. Press {ENTER> for none:

Do you want to enable the DHCP serwver on LAN? (ysn) n

Imagen: Fuente propia
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Figura 14 Configuracion completada

Enter the new LAN IPv6 address. Press {ENTER> for none:

Do you want to enable the DHCP serwver on LAN? (ysm) n

Please wait while the changes are =aved to LAN...
Reloading filter...

Reloading routing configuration...

DHCFD. ..

he IPv4 LAN address has been set to 192.168.1.1-24
ou can now access the webConfigurator by opening the following URL in your web

http:r»192.1668.1.1~

ress <ENTER> to continue.

Imagen: Fuente propia
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